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A bit about me



Digital Rights Management



Flawed by Design



Traffic taught me car hacking



Assume knowledge



Obscurity is not Security



Obscurity as a Competitive Advantage



Losing at your own game



Military fleets suffer



Where are we going?



Fleets Need Clouds



Neutral Vehicle

● Neutrality
● Security
● Openness
● Scale
● Privacy



Netrality

● A High degree of interoperability
● Governance of oversight of users/stakeholders

○ Security
○ Privacy
○ Interoperability



Security

● Secure data transfer
● Cryptographic standards
● Digitally signed updates
● Assume your code is public



Openness 

● Interoperability between different hardware and software providers
● Common set of APIs and vehicle data sets
● Encourages innovation



Scale

● Vehicle to store and forward service
○ Device & application provisioning
○ OTA Updates

● Governed cloud environment
○ Car provisioning
○ Routes incoming data to designated repositories
○ Additional anonymization
○ API access to encrypted storage compartments



Privacy

● European privacy standard compliant
● GDPR compliant with differing levels of access
● Data access based on owner approval
● Anonymized data capabilities



Autonomous and the Cloud



The Hive Mind



Same Brain Different Nervous System



Existing Comm Standards



Linux official support



How can we fix this?



Standardized Communication



Speak the same language



Comments?




